techniques
1SO 31010
www.prigm4.com Risk management
Aout 2011
CasSMa

Copyright © 2010 - PRAGM4



artualités et

sy Actualités

¥ 2010
20he
2008
2007
20T
2008
2004
2003
2002
2001
2001

AT

Elaboration des normes

Les Normes intem arionales pout 183 entreprised, [::
les gouUVeTNETNENS 2t la socidts

Aomaiites e medas LSO Pour les membres

médias * actyalités » 2010 % LUne nouvelle nomme B OICE relative & Iéyaluatian du risdue compléte la boite e

maf - 1282 [ PARTAGER =g =

Une nouvelle norme ISO/CEI relative a
révatuation du risque compléte la boite a
outils du management du risque

20100127

e Toisigme noefme cansacres adl management du risgus, plus précisément a5es
seCnmigues, ient g piauter AUX eLX autres Normes 150 récemment publiges.
Ensembie, 2iles affrent auy organismes de tous types une hoite & outils bien fournie

=0 patmeﬁant da faire face 3 des situations qui pourraient génerla réaligation de
1eurs ohietiis.




HOT Top)cs

HINT Fiy

AEDs CPR

Behavigral Safety
Confined Spaces
Construction Safety
Diisaster Preparedness

/

Erarg ENcy Fesponse
Enforcement

s

Magazine «

Fely 11, 2614
Canada hasg adopted tha IS0 31000 Rjsk Management standard, Csa Standards

announced Fah, 4, CAN/CSA 150 31000 Bisk Management _ Principles ang Cuidelines
Provides a framewark and process for managing risk in any country or industqy Factar,
It may be ysed By any Public, private, or Community organization, F55aCation, or
individual, Following approval by the Standards Courcl of Canada, it s now a Nationa|
Standard of Canada.
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This International Standard is a companion standard 1SO 31000.

It provides guidelines for choosing and applying techniques of
systematic risk assessment. It thus contributes to risk management.

... Is not intended to be used for certification

... Does not provide specific criteria for identifying the need to conduct
a risk assessment

... Does not recommend any method
... Does not specifically address security




This can be for:

* Assessing human reliability
* Define a tree of events

Analyze a fault tree

Failure Analysis

Analyze the impact on activity

To the reliability-based maintenance

Make a cost / benefit analysis

... In the fields:
* of information technology

study of hazards of chemical and petrochemical plants

natural sciences (plant, animal, human)
* aero-spacial

production systems




The reference documents are:

* |SO / IEC Guide 73, Risk management -
Vocabulary

* [SO 31010, Risk management — Risk
assessment techniques
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Any activity of an organization involves risks should be
managed.

The process of risk management therefore facilitates
decision-making.

It is indeed to take into account the uncertainty of any
events or circumstances (intended or unintended) and
their effects on targets.
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Risk assessment attempts to answer the
following key issues:
 What's going on there and why (risk identification)?
* what are the consequences?
* what is the probability of occurrence?

e Are there any factors to limit the impact of the risk or
reduce the likelihood of risk occurring?




Benefits:

* understanding of risk and its potential impact on
objectives;

e providing information for decision-making;

e participation in the understanding of risks to facilitate the
selection of treatment options;

 identification of the main factors contributing to risk and
weak links of a system or organization;

* risk comparison with other systems, technologies or
approaches;

e communication about risks and uncertainties;
* help set priorities;




Risk Management Framework:
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Process risk management:

Communication
and consultation

establishing the
context

Risk Assessment

risk treatment
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Overview:
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Risks
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Risk Identification:

"9 Risk identification is the process of research,
recognition and registration of risk.

causes origins

GOAL: To identify the reasons why the objectives
of the system or organization may not be
achieved.
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Risk Analysis - Generality:

/9 Risk analysis is to determine the consequences and
probabilities for the risks identified, taking into
account the presence (or not) and the effectiveness
of existing controls.

It can I?e. : Provides an estimate
e qualitative of all the
* Semi-quantitative consequences

* guantitative

A_ 14




Process risk manaﬁement

Risk Analysis - Assessment of Controls:

~

Q The level of risk depends on the adequacy and
effectiveness of existing controls. This involves
answering the following questions:

* what are the existing controls related to a particular
risk?

* these controls are they able to handle the risk so as
to maintain a tolerable level?

* in practice, the controls do they work as expected
and their effectiveness can be demonstrated, if any?

A 15




Risk analysis - implications:

Q The analysis of the consequences to
determine the nature and type of impact
that may occur by assigning a set of
objectives and actors.
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Process risk manaﬁement

Risk analysis - probability and probability:

3 approaches:

a)Use of relevant historical data to identify events or
situations that have occurred in the past and
extrapolate the probability of their occurrence in
the future.

b)Forecast probabilities using predictive techniques
such as fault tree analysis and event tree analysis.

c)The expert opinion may be used in a systematic and
structured process to estimate the probability.

A 17
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Risk analysis - risk screening:

-

9< Screening should be based on criteria defined in the
context. Preliminary analysis to determine one of the
suites of the following:

e decision to treat the risk without further assessment;

 definition of non-significant collateral risk did not
warrant treatment;

» continued by a more detailed assessment of risks.

It should document the initial assumptions and results.

A, 18




Risk analysis - uncertainty and sensitivity:

-9 It is necessary to clearly identify these
uncertainties to interpret and effectively
communicate the results of risk analysis.
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Risk assessment, 3 "bands":

level of risk is considered intolerable

risk level is considered "gray"

level of risk is considered negligible

A, 20




Documentation:

Documentation may include:
e the objectives and scope;
e description of the corresponding parts of the system and their functions;
e risk criteria applied and their justification;
e the limitations, assumptions and justification of assumptions;
e the evaluation methodology;
e results of risk identification;
e the data, assumptions, their sources and validation;
e results of risk analysis and evaluation;
e sensitivity analysis and uncertainty;
e critical assumptions and other factors to be monitored,;
e discussion of results;

e conclusions and recommendations références
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Control and examination of the development
risk:

. It should also monitor and document the
effectiveness of controls to provide data for
use in risk analysis. It should define the
responsibilities for the creation and review
of evidence and documentation.
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Application of risk assessment:

Risks can be assessed at all stages of the life
cycle. In general, they are many times at
different levels of detail, so as to facilitate
decision making at every stage.
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Generality:

29~ We will answer the question: how to select
one or more techniques of risk assessment?

Appendix: Tools and Techniques.
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Selection techniques:

It should be a suitable technique has the following characteristics:

* it should be justified and appropriate to the situation or organization
concerned;

e should the results come in a form that allows a better understanding
of the nature of the risks and how they can be treated;

* should it be used so that it is traceable, repeatable and verifiable.

A, 25




Selection techniques:

It should be chosen and the techniques based on relevant factors such as:

the objectives of the study;
the needs of decision makers;

the type of risk to be analyzed,

the magnitude of potential consequences.

the degree of competence and HR needs;
availability of information;

regulatory and contractual requirements.

26




Availability of resources:

 skills, experience, ability and skills of the team risk
assessment;

* the constraints of time and other resources of the
organization;

* the budget available if external resources are required.

A_ 27




Nature and degree of uncertainty:

* Poor data quality or lack of essential data and reliable;

* beinherent in the external and internal organization.

A, 28




Complexity:

Significant impacts and dependencies of the risk must be
understood to ensure that the management of one risk
does not follow an intolerable situation elsewhere.
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Application of risk assessment:

The risk assessment provides:
* to ensure that the system risk is tolerable
* to participate in the process of improving the design,
* to participate in feasibility studies,

 identify risks that impact on the subsequent phases of the
life cycle.
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Types of risk assessment techniques:

* Appendix A: correlates and potential technical class;

* Appendix B: Further development of each technique.
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Technical risk assessment:

30 + tools and techniques (Delphi, HAZOP,
SWIFT, etc.).

factors influencing

e Resources and skills
* Uncertainty

e complexity

A_ 32




* 31010 is not a certification;

* The air current requires organizations to make risk
management;

* |s not specific to security but rather risk management as a
whole;

* Achieve corporate objectives;

* Every organization and therefore its context (its) way (s)
appropriate risk assessment (s).
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This document is distributed under the terms of the license BY-NC-ND

Creative Commons's. You are free to copy, distribute and transmit the
work Under the following conditions:

e Attribution. You must attribute the original author as indicated
by the author of the work or the copyright owner who gives you
this (but not in a way that suggests that they endorse you or
your use of the work).

e Noncommercial. You do not have the right to use this work for
commercial purposes.

e No change. You do not have the right to alter, transform, or
build upon this work.

For inquiries please contact Christophe Jolivet to
cjolivet@prdgm4.com or 418-261-6320. Thank you.
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