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Scope

This International Standard is a companion standard ISO 31000.

It provides guidelines for choosing and applying techniques of 
systematic risk assessment. It thus contributes to risk management.

... Is not intended to be used for certification

... Does not provide specific criteria for identifying the need to conduct 
a risk assessment
... Does not recommend any method
... Does not specifically address security
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Application fields

This can be  for:

• Assessing human reliability

• Define a tree of events

• Analyze a fault tree

• Failure Analysis

• Analyze the impact on activity

• To the reliability-based maintenance

• Make a cost / benefit analysis

... In the fields:

• of information technology

• study of hazards of chemical and petrochemical plants

• natural sciences (plant, animal, human)

• aero-spacial

• production systems
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Normative references

The reference documents are:

• ISO / IEC Guide 73, Risk management -
Vocabulary 

• ISO 31010, Risk management – Risk 
assessment techniques
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To be reason

Any activity  of an organization involves risks should be 
managed.

The process of risk management therefore facilitates 
decision-making.

It is indeed to take into account the uncertainty of any 
events or circumstances (intended or unintended) and 
their effects on targets.
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What is risk assessment?

Risk assessment attempts to answer the 
following key issues:

• What's going on there and why (risk identification)?

• what are the consequences?

• what is the probability of occurrence?

• Are there any factors to limit the impact of the risk or 
reduce the likelihood of risk occurring?
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Concepts of risk assessment

Benefits:
• understanding of risk and its potential impact on 

objectives;

• providing information for decision-making;

• participation in the understanding of risks to facilitate the 
selection of treatment options;

• identification of the main factors contributing to risk and 
weak links of a system or organization;

• risk comparison with other systems, technologies or 
approaches;

• communication about risks and uncertainties;

• help set priorities;
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Concepts of risk assessment

Risk Management Framework:
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Concepts of risk assessment

Process risk management:
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Process risk management

Overview:
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Analyse de risque



Process risk management
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Risk Identification:

Risk identification is the process of research, 
recognition and registration of risk.

GOAL: To identify the reasons why the objectives 
of the system or organization may not be
achieved.

causes origins



Process risk management
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Risk Analysis - Generality:

Risk analysis is to determine the consequences and 
probabilities for the risks identified, taking into
account the presence (or not) and the effectiveness
of existing controls.

It can be:
• qualitative
• Semi-quantitative
• quantitative

Provides an estimate
of all the 

consequences
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Risk Analysis - Assessment of Controls:

The level of risk depends on the adequacy and 
effectiveness of existing controls. This involves
answering the following questions:

• what are the existing controls related to a particular
risk?

• these controls are they able to handle the risk so as 
to maintain a tolerable level?

• in practice, the controls do they work as expected
and their effectiveness can be demonstrated, if any?



Process risk management
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Risk analysis - implications:

The analysis of the consequences to 
determine the nature and type of impact 
that may occur by assigning a set of 
objectives and actors.



Process risk management
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Risk analysis - probability and probability:

3 approaches:
a)Use of relevant historical data to identify events or 

situations that have occurred in the past and 
extrapolate the probability of their occurrence in 
the future.

b)Forecast probabilities using predictive techniques 
such as fault tree analysis and event tree analysis.

c)The expert opinion may be used in a systematic and 
structured process to estimate the probability.



Process risk management

18

Risk analysis - risk screening:

Screening should be based on criteria defined in the 
context. Preliminary analysis to determine one of the 
suites of the following:
• decision to treat the risk without further assessment;
• definition of non-significant collateral risk did not 

warrant treatment;
• continued by a more detailed assessment of risks.

It should document the initial assumptions and results.



Process risk management
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Risk analysis - uncertainty and sensitivity:

It is necessary to clearly identify these
uncertainties to interpret and effectively
communicate the results of risk analysis.



Process risk management
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Risk assessment, 3 "bands":

level of risk  is considered intolerable
treatment of risk is essential regardless of cost

risk level  is considered "gray"
the costs and benefits are taken into account

level of risk  is considered negligible
no treatment is considered



Process risk management
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Documentation:

Documentation may include:

• the objectives and scope;

• description of the corresponding parts of the system and their functions;

• risk criteria applied and their justification;

• the limitations, assumptions and justification of assumptions;

• the evaluation methodology;

• results of risk identification;

• the data, assumptions, their sources and validation;

• results of risk analysis and evaluation;

• sensitivity analysis and uncertainty;

• critical assumptions and other factors to be monitored;

• discussion of results;

• conclusions and recommendations références



Process risk management
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Control and  examination of the development
risk:

It should also monitor and document the 
effectiveness of controls to provide data for 
use in risk analysis. It should define the 
responsibilities for the creation and review
of evidence and documentation.



Process risk management

23

Application of risk assessment:

Risks can be assessed at all stages of the life 
cycle. In general, they are many times at
different levels of detail, so as to facilitate
decision making at every stage.



Selection of evaluation techniques

Generality:

We will answer the question: how to select 
one or more techniques of risk assessment?

Appendix: Tools and Techniques.
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Selection of evaluation techniques

Selection techniques:

It should be a suitable technique has the following characteristics:

• it should be justified and appropriate to the situation or organization
concerned;

• should the results come in a form that allows a better understanding
of the nature of the risks and how they can be treated;

• should it be used so that it is traceable, repeatable and verifiable.
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Selection of evaluation techniques

Selection techniques:

It should be chosen and the techniques based on relevant factors such as:

• the objectives of the study;

• the needs of decision makers;

• the type of risk to be analyzed;

• the magnitude of potential consequences.

• the degree of competence and HR needs;

• availability of information;

• regulatory and contractual requirements.
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Selection of evaluation techniques

Availability of resources:

• skills, experience, ability and skills of the team risk
assessment;

• the constraints of time and other resources of the 
organization;

• the budget available if external resources are required.
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Selection of evaluation techniques

Nature and  degree of uncertainty:

• Poor data quality or lack of essential data and reliable;

• be inherent in the external and internal organization.
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Selection of evaluation techniques

Complexity:

Significant impacts and dependencies of the risk must be
understood to ensure that the management of one risk
does not follow an intolerable situation elsewhere.
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Selection of evaluation techniques

Application of risk assessment:

The risk assessment provides:

• to ensure that the system risk is tolerable

• to participate in the process of improving the design,

• to participate in feasibility studies,

• identify risks that impact on the subsequent phases of the 
life cycle.
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Selection of evaluation techniques

Types of  risk assessment techniques:

• Appendix A: correlates and potential technical class;

• Appendix B: Further development of each technique.
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Selection of evaluation techniques

Technical risk assessment:

30 + tools and techniques (Delphi, HAZOP, 
SWIFT, etc.).

factors influencing
• Resources and skills

• Uncertainty

• complexity
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Conclusion

• 31010 is not a certification;

• The air current requires organizations to make risk 
management;

• Is not specific to security but rather risk management as a 
whole;

• Achieve corporate objectives;

• Every organization and therefore its context (its) way (s) 
appropriate risk assessment (s).
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Reproduction

This document is distributed under the terms of the license BY-NC-ND  
Creative Commons's. You are free to copy, distribute and transmit the 
work Under the following conditions:

• Attribution. You must attribute the original author as indicated 
by the author of the work or the copyright owner who gives you 
this (but not in a way that suggests that they endorse you or 
your use of the work).
• Noncommercial. You do not have the right to use this work for 
commercial purposes.
• No change. You do not have the right to alter, transform, or 
build upon this work.

For inquiries please contact Christophe Jolivet to 
cjolivet@pr4gm4.com or 418-261-6320. Thank you.
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